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I. Introduction 

In its 1986 !"#$%&’()%&*+,- Advisory Opinion, the International Court of Justice affirmed that 
International Humanitarian Law (IHL) applies to “all forms of warfare and to all kinds of weapons, 
those of the past, those of the present and those of the future.”2 

With a total of 196 State Parties, there are no other international treaties as widely ratified as the 
four 1949 Geneva Conventions on the Laws of War (the Geneva Conventions), which constitute 
the cornerstone of IHL.  The venerable Geneva Conventions were concluded 75 years ago, and 
their two Additional Protocols of 1977 are 50 years old.  Although many of these rules and 
principles are now considered to be customary in nature, they were created before the age of the 
computer, space flight, the internet, artificial intelligence, and other modern technologies that have 
transformed the ways in which contemporary wars are fought. 

On the 75th anniversary of the Geneva Conventions, thirty leading experts in the field of IHL from 
around the world gathered at Case Western Reserve University School of Law in Cleveland, Ohio, 
on September 26, 2024, 
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of the Geneva Conventions of 1949 were motivated by the horrors of the Second World War, they 
also recognized the rules and principles they were articulating needed to be formulated in a 
manner to take into account the inevitable evolutions in warfare. As seen over the past decades, 
States have interpreted these rules and principles as such, reflecting developments in warfare, 
and leading many to conclude that what is needed is not necessarily new IHL but rather better 
respect for IHL and elaborations of its rules and principles. However, modern warfare in the 21st 
century has evolved, and future warfare will undoubtedly evolve, in ways unfathomable in 
1949/1977 and in other respects that raise questions of the need to update IHL.  

The subsections below identify selected substantive areas that the participating experts discussed 
as potentially warranting clarification, new rules, or interpretations of existing rules found in the 
Geneva Conventions or other elements of IHL, through new treaties, soft law, and interpretative 
guidance. The pros and cons of the different approaches to updating IHL are discussed in Section 
III.   

A. Outer Space Warfare 

State activity in and through outer space is regulated by international law including the U.N. 
Charter and the 1967 Outer Space Treaty, which commits signatories to the peaceful and 
cooperative exploration and use of outer space.4 States have long recognized the risk of armed 
conflict extending to outer space and they widely agree that IHL applies to outer space. Thus, 
the ICRC has concluded that “IHL applies to any military operations conducted as part of an 
armed conflict, including those occurring in outer space.”5 

But the Cleveland experts discussed how States may find it complicated to apply some IHL 
rules and principles to new environments and technology related to outer space and that various 
questions are not clearly answered. For example, the experts discussed how States might 
legally assess whether the purposeful creation of space debris to affect an adversary constitutes 
an “attack”; how the term “attack” applies to interference with space-based operations; when, 
under the IHL principle of distinction, is a satellite, space station, or payload considered a lawful 
military objective; whether the risk of the creation of space debris might require States to think 
anew about the meaning of the terms “indiscriminate” and “disproportionate”; and how might 
belligerents take all feasible precautions to protect civilians and civilian objects against the 
effects of military operations in space?  

These issues have led some to advocate for a new binding instrument, or statement of best 
practices, or greater clarification of existing law to better articulate how IHL applies to armed 
conflict in outer space. The )++.%’&(/&,"&$(0’+1%#2, published in 2024, is intended to be an 
objective statement of existing international law, including IHL, applicable to modern military 
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https://shop.icrc.org/international-humanitarian-law-and-the-challenges-of-contemporary-armed-conflicts-recommitting-to-protection-in-armed-conflict-on-the-70th-anniversary-of-the-geneva-conventions.html
https://shop.icrc.org/international-humanitarian-law-and-the-challenges-of-contemporary-armed-conflicts-recommitting-to-protection-in-armed-conflict-on-the-70th-anniversary-of-the-geneva-conventions.html
https://shop.icrc.org/international-humanitarian-law-and-the-challenges-of-contemporary-armed-conflicts-recommitting-to-protection-in-armed-conflict-on-the-70th-anniversary-of-the-geneva-conventions.html
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space operations.6  The Cleveland experts felt )++.%’& 

https://documents-dds-ny.un.org/doc/UNDOC/GEN/N13/371/66/PDF/N1337166.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N13/371/66/PDF/N1337166.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N13/454/03/PDF/N1345403.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N13/454/03/PDF/N1345403.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N15/228/35/PDF/N1522835.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N15/228/35/PDF/N1522835.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N15/228/35/PDF/N1522835.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N15/457/57/pdf/N1545757.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N15/457/57/pdf/N1545757.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N15/457/57/pdf/N1545757.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N21/068/72/PDF/N2106872.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N21/068/72/PDF/N2106872.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N21/068/72/PDF/N2106872.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N21/075/86/pdf/N2107586.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N21/075/86/pdf/N2107586.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N21/075/86/pdf/N2107586.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N21/075/86/pdf/N2107586.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N21/377/48/PDF/N2137748.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N21/377/48/PDF/N2137748.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N21/377/48/PDF/N2137748.pdf?OpenElement
https://www.cfr.org/blog/dangers-new-russian-proposal-un-convention-international-information-security
https://www.cfr.org/blog/dangers-new-russian-proposal-un-convention-international-information-security
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The experts discussed two new issues that arise from viewing IHL in a digital context. First, some 
of the infrastructure we refer to as cyberspace is often owned, provided, managed and secured 
by private companies. As private companies provide goods and services to parties to the conflict, 
experts discussed the IHL implications, notably that a company’s personnel and assets would 
ordinarily be protected as civilians and civilian objects, respectively, but that those protections 
may be lost when personnel are directly participating in hostilities and when their assets qualify 
as military objectives. Second, in addition to the harm that military operations may cause to digital 
infrastructure, experts discussed harm that may be caused by an inappropriate collection and/or 
use of data. In view of the use of technology and data in armed conflict, article 36 of Additional 
Protocol I obliges the parties in the study, development, acquisition or adoption of a new weapon, 
means, or method of warfare, to determine whether its employment would, in some or all 
circumstances, be prohibited by the Protocol or by any other applicable rule of international law. 
The participating experts discussed the importance for States to recognize that technology and 
data in general – and AI systems in particular – can be part of new weapons, means, or methods 
of warfare and therefore fall within the scope of the obligation laid down in article 36. 
 

C. Autonomous Weapons  
 
Additional Protocol I to the Geneva Conventions prohibits weapons that cause superfluous injury 
or unnecessary suffering and requires that parties review their weapons to ensure their use is not 
prohibited under the rules of international law, including IHL. The 1980 Inhumane Weapons 
Convention (CCWC), which was last amended in 1996, supplements Protocol I by specifically 
restricting or prohibiting the use of certain weapons such as landmines, blinding lasers, and 
incendiary devices.11  
 
Some commentators have argued that fully autonomous weapons cross the threshold of 
acceptability and should be banned by a new international treaty.12 

https://www.icrc.org/sites/default/files/document/file_list/dp_consult_8_1980_convention_on_ccw.pdf
https://www.hrw.org/news/2020/06/01/need-and-elements-new-treaty-fully-autonomous-weapons
https://www.hrw.org/news/2020/06/01/need-and-elements-new-treaty-fully-autonomous-weapons
https://www.hrw.org/report/2015/04/09/mind-gap/lack-accountability-killer-robots
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The ICRC has taken a more nuanced position that recommends that States make new law that 
prohibits certain autonomous weapons systems and regulates others14 -- a position endorsed by 
the participating experts. 
 

D.  Attacks Against or Impacting the Environment 
 
The 1907 Hague Regulations,15 the 1949 Geneva Conventions,16  the 1976 Convention 

on the Prohibition of Military or Any Other Hostile Use of Environmental Modification Techniques 
(ENMOD),17 and Additional Protocol I of 197718 contain provisions related to protecting the 
environment in armed conflict. Over the years there have been disagreements over how the rules 
and principles of IHL applied to attacks against the environment, though many States recognize 

https://www.icrc.org/en/document/icrc-position-autonomous-weapon-systems
https://www.ibanet.org/ecocide-rome-statute
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Guidelines consist of thirty-

https://www.icrc.org/sites/default/files/document_new/file_list/guidelines_on_the_protection_of_the_natural_environment_in_armed_conflict_advance-copy.pdf
https://www.icrc.org/sites/default/files/document_new/file_list/guidelines_on_the_protection_of_the_natural_environment_in_armed_conflict_advance-copy.pdf
https://legal.un.org/ilc/texts/instruments/english/draft_articles/8_7_2022.pdf
https://static1.squarespace.com/static/5900b58e1b631bffa367167e/t/65f98c207494177464ac33f5/1710853155053/PILPG+Comments+OTP+ICC+Environmental+Crimes+March+2024.pdf
https://static1.squarespace.com/static/5900b58e1b631bffa367167e/t/65f98c207494177464ac33f5/1710853155053/PILPG+Comments+OTP+ICC+Environmental+Crimes+March+2024.pdf
https://scholarship.law.gwu.edu/cgi/viewcontent.cgi?article=1901&context=faculty_publications
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protections apply to such non-state actors continues to this day.27 And while the U.S. Supreme 
Court’s =&.6&, decision was viewed as confirming that basic protections of Common Article 3 
of the Geneva Conventions did apply to all detainees (e.g., prohibitions on cruel treatment or 
torture), some have interpreted the decision to provide legal justification for the United States’ 

https://scholarship.law.gwu.edu/cgi/viewcontent.cgi?article=1901&context=faculty_publications
https://www.armfor.uscourts.gov/ConfHandout/2022ConfHandout/Williams41UnivOfPAJournalOfInternationalLaw329.pdf
https://www.armfor.uscourts.gov/ConfHandout/2022ConfHandout/Williams41UnivOfPAJournalOfInternationalLaw329.pdf
https://shop.icrc.org/international-humanitarian-law-and-the-challenges-of-contemporary-armed-conflicts-building-a-culture-of-compliance-for-ihl-to-protect-humanity-in-today-s-and-future-conflicts-pdf-en.html
https://shop.icrc.org/international-humanitarian-law-and-the-challenges-of-contemporary-armed-conflicts-building-a-culture-of-compliance-for-ihl-to-protect-humanity-in-today-s-and-future-conflicts-pdf-en.html
https://shop.icrc.org/international-humanitarian-law-and-the-challenges-of-contemporary-armed-conflicts-building-a-culture-of-compliance-for-ihl-to-protect-humanity-in-today-s-and-future-conflicts-pdf-en.html
https://blogs.icrc.org/law-and-policy/2023/10/10/icrc-engagement-with-armed-groups-in-2023/
https://blogs.icrc.org/law-and-policy/2023/10/10/icrc-engagement-with-armed-groups-in-2023/
https://shop.icrc.org/international-humanitarian-law-and-the-challenges-of-contemporary-armed-conflicts-building-a-culture-of-compliance-for-ihl-to-protect-humanity-in-today-s-and-future-conflicts-pdf-en.html
https://shop.icrc.org/international-humanitarian-law-and-the-challenges-of-contemporary-armed-conflicts-building-a-culture-of-compliance-for-ihl-to-protect-humanity-in-today-s-and-future-conflicts-pdf-en.html
https://shop.icrc.org/international-humanitarian-law-and-the-challenges-of-contemporary-armed-conflicts-building-a-culture-of-compliance-for-ihl-to-protect-humanity-in-today-s-and-future-conflicts-pdf-en.html
https://digital-commons.usnwc.edu/cgi/viewcontent.cgi?article=1001&context=ils
https://international-review.icrc.org/articles/the-impacts-of-human-rights-law-on-the-regulation-of-armed-conflict-919
https://international-review.icrc.org/articles/the-impacts-of-human-rights-law-on-the-regulation-of-armed-conflict-919
https://lieber.westpoint.edu/relationship-law-of-armed-conflict-international-human-rights-law/
https://lieber.westpoint.edu/relationship-law-of-armed-conflict-international-human-rights-law/
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The proliferation of private military operations in armed conflict has also generated consternation.  
Treaty law concerning mercenaries is moribund or of questionable applicability to Private Military 
and Security Companies, whose applications in armed conflict place them neatly into neither of 
the categories of persons recognized in the law of armed conflict: combatants and civilians.34  
 
The participating experts recognized that many of these issues have arisen in the context of recent 
conflicts and this body of law continues to evolve and require clarification post 9/11.35  
 
III. What Form should any New Instrument(s) Take? 
 
The sections above identify areas of IHL that could benefit from clarification as applied to new 
technologies and methods of warfare. Except as noted above, the participating experts largely 
agreed that the solution does not lie in the negotiation of a new treaty, at least in the immediate 
future.  With the exception of the Treaty on the Prohibition of Nuclear Weapons which was 
adopted in 2017,36 

https://au.int/sites/default/files/treaties/37287-treaty-0009_-_oau_convention_for_the_elimination_of_mercenarism_in_africa_e.pdf
https://au.int/sites/default/files/treaties/37287-treaty-0009_-_oau_convention_for_the_elimination_of_mercenarism_in_africa_e.pdf
https://au.int/sites/default/files/treaties/37287-treaty-0009_-_oau_convention_for_the_elimination_of_mercenarism_in_africa_e.pdf
https://au.int/sites/default/files/treaties/37287-treaty-0009_-_oau_convention_for_the_elimination_of_mercenarism_in_africa_e.pdf
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-convention-against-recruitment-use-financing-and
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-convention-against-recruitment-use-financing-and
https://ssrn.com/abstract=1600627
http://lieber.westpoint.edu/united-states-most-rest-legal-interoperability-primer/
https://www.icanw.org/tpnw_full_text
https://scholarlycommons.law.case.edu/cgi/viewcontent.cgi?article=2646&context=jil
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and China.38 Similarly, the General Assembly was blocked from action stronger than “taking note” 
of the ILC’s Draft Principles Related to Protecting the Environment During Armed Conflict.  
 
An avenue that the ICRC has undertaken is the promulgation of updates to its Commentaries on 
the Geneva Conventions of 1949 and their Additional Protocols.39  The ICRC’s original “Pictet 
commentary”40 is frequently cited as the authoritative source of interpreting the Geneva 
Conventions. By integrating and reflecting social and international legal developments, the ICRC’s 
updated Commentaries depart from the Pictet commentary in certain respects.41 Many of the 
participating experts supported further updates focusing on cyberwarfare, space warfare, 
autonomous weapons, attacks against the environment, mercenaries and private military and 
security contractors, and other areas discussed above.  The 5"46%$4,%-(+,(27%(0’+2%#24+,(+8(27%(
!&2"’&$(9,:4’+,.%,2(4,(;’.%6(<+,8$4#2 issued by the ICRC in 2020 (referenced above),42 while 
not being part of the ICRC’s Commentaries project, is another model for interpretive guidance 
supported by the participating experts.  The participating experts felt that several soft law 
approaches could be pursued in parallel. 
 
This White Paper is intended as a call to action and roadmap for evolving IHL to respond to the 
challenges of 21st century warfare. The participating experts agreed that until new instruments, 

https://www.justsecurity.org/42768/international-cyber-law-politicized-gges-failure-advance-cyber-norms/
https://www.justsecurity.org/42768/international-cyber-law-politicized-gges-failure-advance-cyber-norms/
https://ihl-databases.icrc.org/en/ihl-treaties/gci-1949/introduction/commentary/2016
https://ihl-databases.icrc.org/en/ihl-treaties/gci-1949/introduction/commentary/2016
https://www.ejiltalk.org/changes-in-treaty-interpretation-the-icrcs-updated-commentaries-to-the-geneva-conventions/F
https://www.ejiltalk.org/changes-in-treaty-interpretation-the-icrcs-updated-commentaries-to-the-geneva-conventions/F
https://shop.icrc.org/guidelines-on-the-protection-of-the-natural-environment-in-armed-conflict-rules-and-recommendations-relating-to-the-protection-of-the-natural-environment-under-international-humanitarian-law-with-commentary.html
https://shop.icrc.org/guidelines-on-the-protection-of-the-natural-environment-in-armed-conflict-rules-and-recommendations-relating-to-the-protection-of-the-natural-environment-under-international-humanitarian-law-with-commentary.html
https://shop.icrc.org/guidelines-on-the-protection-of-the-natural-environment-in-armed-conflict-rules-and-recommendations-relating-to-the-protection-of-the-natural-environment-under-international-humanitarian-law-with-commentary.html
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